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CIRCULAR

It  has  come to  notice  that  a  increasing  number  of  malicious  activities and cyber-
attacks  are  being reported in  many regional  offices  of CWC. To avoid such attacks   the
following actions are strongly recommended at the regional office level at the earliest

1. It may be ensured that the latest version of antivirus has been installed/updated in
all desktop systems.

2. A suitable firewall may be installed in the network system.

Further in case any such cyber attack is reported/observed, the targeted computer may
be examined immediately and appropriate steps may be taken to sanitize the device such as
full scan and to change the password of targeted computer. Further, root-cause analysis may
also be carried out and sample of malware, other relevant information be shared directly to
Indian  Computer  Emergency  Response  Team (CERT-In)  under  intimation  to  this  office.
Further  users  may  refer  Cyber  security  related  documents  available  on  CWC website  in
employee corner.

This issue with the approval of competent authority.

Yours faithfully,

 (Amitabh Tiwari)
Deputy Director

To,

 All Field Chief Engineers (Through CWC website circular).
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