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Government of India

S el AT

Central Water Commission
WeEl
Software Management Directorate

S W, 628 (afEror) Aarmeaw, yraer g, T8 o110 066
Foom No. 628 {South), Sewa Bhawan, R. K. Puram, New Delhi-110066

E-mail :smdte@nic.in Telephone No. 011-26195524

F.NO. 18/1/GC/2015-SMD/ 4 233 — y ag Dated: 26.03.2015

Sub: Gazette Notification of “E-mail policy of Gol” & “policy on use of IT
resources of Gol” formulated by DeitY- reg.

Sir,

It to inform that Under Secretary (e-Governance Cell), MOWR, RD&GR vide
OM No. J-21011/1/2013-e-Gov dated 17.032.2015 on the subject mentioned above
has forwarded a copy of OM No. 2(22)/2013-EG-ll dated 27.02.2015 along with
Gazette Notifications of the above mentioned policies received from Department of
Electronics & IT for compliance and listed out certain points which are to be strictly
followed. The aforesaid OM's and Gazette MNotifications have been uploaded in the
circular section of CWC website for kind perusal and compliance.

All the officers/ officials of Central Water Commission under your organization
may kindly be informed in this regard so as to peruse and comply with each and
every point of the Gazette Notifications of the above mentioned policies.

Yours faithfully,

T
==y
i 2G-S
(Praveen Kumar)

Director
To:
All the Chief Engineers of CWC (HQ/ Field Offices)/ Advisor (IS0), CWC, New Delhi.

Copy to:
1. PFS to Chairman, CWC
2. PPS to Member (D&R)/(WP&P)/(RM), CWC
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. £ . Ministry of Water Resources, () /@ (\

§ gét? —TRiver Development & Ganga Rejuvenation,
;” ..,.,n,i;a—ﬁmvernancc Cell)

Shram Shakti Bhawan, Rafi Marg,

' f}?};}m\ﬁ New Delhi, dated the |9 #March, 2013.

._ﬂfﬁuf: Memorandum

Subject:- Gazette notification of “E-mail policy of Gol” & “policy on use of IT
resources of Gol” formulated by DeitY - reg

The undersigned is directed to forward herewith OM No.2(22)/2013-EG-II dated
_2'-" (02.2015 received from l)emr[mml of Electronics & -JT. [_D-LJ[Y} on the subject .
wentioned above L[]leSlng two Gazette notifications of the above e mentiongd policies fm

vour information, perusal and strict compliance,

2. Although, each and every point of the enclosed netifications may kindly be

perused, however, certain points which are to be Hrmm followed have been identified

and come hereinafier: -

2.1. Points relating to email policy of Gol.

I

.1.1. Only the email services provided by NIC, the Implementing Agency (1A)
of the Gol shall be used for official communication by all Organizations
except those exempted under clause no, 14 of the policy.

.1.2. The policy is applicable to all employees of Gol and employees of those
State/ UT Government that use the email services of Gol and also those State/

L

UT Government that chose to adopt this policy in future.

2.1.3. Considering the security concerns with regard 1o sensitive deployment like
email apart from the service provided by 1A, there would not be any other
email service under Gol.

2.1.4. For users working in sensitive offices and for Gel officials on long
deputation/ stationed abroad, it is recommended to use VPN/ OTP for
accessing email services for secure authentication as deemed appropriate by
the competent authority.

2.1.5. Use of Digital Signature and encryption shall be mandatory for sending
emails deemed as classified and sensitive, in accordance with the relevant
policies of Ministry of Home Affairs.

2.1.6. Sharing of password is pmhibitﬁd'ﬂ
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2.2. Points relating to vse of LT resources of Gol
2.2,1. For the purpose of this policy, the term “I'T resources’ includes desktop
devices, portable and mobile devices, networks including wireless networks,
internel connectivity, external storage devices and peripheral like printers,
scanners and the software associated therewith :

2.2.2. Misuse of these resources can result in unwanted risk and liabilities of the
Giovernment. [t is, therefore, expected that these resources are used primarily
for Government related purpose and in a lawful and ethical way.

2.2.3. Users shall not undertake any activity through any website of application to
bypass filtering of the network or perform any other unlawful acts which may
harm the network’s security.

2.2.4. Users shall refrain from using private email servers from Government
network. I

2.2.5. Email services authorized by the Government and implemented by 1A shall
only be used for all official communication. For personal correspondence,
users may use the name-based email 1Ds assigned to them on Government
authorized email service.

2.2.6. Users shall comply with all the applicable provisions under the 1T Acl,
2000 while posting any data pertaining to the Government on social
networking sites.

2.2.7. All users organizations shall implement appropriate contrals lo ensure
compliance with the policy by their users. Nodal Officer of the organization
shall ensure resolution of all incidents related to the security aspects of the

policy by their users. 1A shall provide requisite support.

Encl:- As above.

fabke

(Ashok Rumar o pLS

Under Secretary to the Government of Indm
Ph:- 011-2371435(

email- egov-mowr@nic. ir1

All Wing Heads of the Ministry
Technical Dltl:r:tur. NIC-MoWER, RD & GR wi th a request to kindly

upload this on Intra-MoWR as well,
4. All DS/ Director and equivalent Officers of the Ministry.

\/(,Lm wary , CwC ., Mew i, RD A .

J./" All Heads of Organizations under the Ministry.
2
3
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Mo 2022201 3-EG-11
Government of India
Ministry of Communications & Information Technology
Department of Electronics & Information Technalogy
E- Governance Division
S Electronics Niketan
6, CGO Complex, Lodhi Road
Mew Delhi - 110003
o Dated: - 27-02- 20135
Office Memorandum

Sub: Gazette notification of “E-Mail Policy of Gol” & “Policy on Use of IT Resources of Gol”
o formudated by Deity

The undersigned is directed to convey the notificaticn of the following policies by the
Depariment -;

1. E-mail Policy of Government of India : It lays down guidelines with respect to use
of e-mail services of Government of India (Gol). The objective of this nolicy is to
- ensure secure access to and usage of Gol e-mail services by its users. Users  have
the responsibility to use this resource in an efficient, effective, lawful, and ethical

, manner. ' |

Policy on Use of IT Resources of Government of India @ It lays down guidelines |
with respect to use of all IT rescurces of Gol. The objective of this policy is to ensure

proper cuse of Gol IT resources by its users, Users have the respensibility to use

these resources in an efficient, effective, ethical and lawful manner.

a2

The Gazetie notifications of the aforésaid pelicies is enclosed for information and
necessary action. This issues with the approval of the competent authority.

-
Cﬁh@?—f—*

Archana Dureja

=cientist ' Director

E-Gov Divisian

Tel nv. 24362328

E- mail ;archana@mit.gov.in

E-"F-“/]‘.-:I. As above
;

To:
1. The Secretary, Department of Agriculiure and Cooperation
2. The Secretary, Department of Agricultural Research and Education
3. The Secretary, Department of Apimal Husbandry, Dairying and Fisheries
4, The Secretary, Department of Atomic Encrgy
3. The Secretary, Department of Chemicals and Peto Chemicals
6. The Secretary, Depaniment of Fertilizers :
7. The Secretary, Department of Fharmaceuticals
8. The Secretary, Department of Cormmerce




g,

1,
11.
12.
13,
i4, T
. The Secretary,
. The Sccretary,
14
14,
19,
0.
21,
22,
23,

15

i

24

5

e

. The Secretary,

-
A

7

28,
29,
30,
31
32,
33
34
33,
a6,
7.
EXS
39,

411

41

~
F

-

53
54.
3%
56,
57
58,
50,
60,
al,
2,
63,
i,
@5,
0,
a7,

The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,
e Secretary,

The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,

The Secretary,
The Secretary,
The Sccretary,
The Secretary,
The Secretary,
The Secretary

The .‘Sccremr}.
The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,

. The Secretary,
43,
4d.
45,
46,
47,
48,
49,
il
51.

The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Secretary,
The Szcretary,
The Secretary,

Department ol Industrial Palicy and Promotion
Department of Telecommunications

Departiment of Posts

Department of Food and Pulblu, Dhsiribution .
Department of Consumer Alffairs

Department of Defence |

Department of Defence Proéjul;tit:-n

Department of Defence Research and Development
Department of Ex-Servicemen Welfare
Department of Financial Sefvices

Department of Economic Affairs

Department of Expenditure
Departiment of Revenue
Department of [Hsinvestmen
Department of Health and Hamily Wellare

Department of AYUSH |

Diepartment of Health Research

Department of ATDS Contr]

Depaitment of Heavy Indusiries

Department of Public Enterprise

Department of Home Affaids (Home Secretary )
Department of Official Languages

Diepartment of Border Management

. Depariment of Inter Slate 'If!:uu:mil Secretariat

Department of School Education & Literacy

Department of Higher Educgtion

Department of Légal Affairs

Department of Justice LL

Department of Legislative epartment

Lepartment of Personnel &IT raining

Department of Administrative RE.[U.TT!‘I}:. & Public Grievance
Department of Pension & Pensioners Welfare

Department of Rural Development

Diepartment of Land Rcsouﬁuz

—

Department of Science and [Techrology
Diepartment of Scientific and Industrial Resear Lh
Department of Biotechnology

Department of Social Justice & Fmp[m»mmt
Department of Disability s"l.f{ s

Crepartment of Space [

Drepartment of Spotts

Department of Youth Affairs

Ministry of Civil Aviation

Mimstry of Coal |

Ministry of Corporate Affairs

Ministry of Culture .

Ministry of Development of North Eastern Region
Ministry of Drinking Water & Sunitation

Ministry of Earth Sciences |

Ministry of Environment, Forests & Climate Change
Ministry of External Affairs

Minstry of Food Processing Industries

Ministry of Housing & Urban Poverty Alleviation
Ministry of Information & Broadzasting

Ministry of Labour & Employment

Ministry of Mines

Miniswry of Minority Affairs

Ministry of Micre, Small & Medium Enterprises
Ministry of Wew & Fenewable Energy



68, The Secretary, Ministry of Overseas Indian Affairs
659, The Secretary, Ministry of Parliamentary A ffairs
70. The Secretary, Ministry of Par wchayat Raj
71. The Secrétary, "uhme.m of Petroleum & Narural ( s
72, The Secretary, Ministry of Power
73, The Secretarv, Ministry of Road Transport & Highways
74 The Secretary, Ministry of Rural Development
75, The Secretary, Ministy of Shipping
76, The Secretary, Ministry of Statistics & Prog. Implementation
77. The Secretary, Ministry of Steel
T8, The Secretary, Ministry of Textiles
79 The Secretary, Ministry of Tourism
EI’] The Secretary, Ministry of Tribal Affairs
The Secretary, Ministry of Urban Development
b.:’/rlk Secretary, Ministry of Water Resources
81 The fuu;rclal}r, blinistry of Women and Child development
84, The CED, Niti Aayog ,
§3. The Chairman, Railway Biard
B, The Principal Sedretary 1o Prime Minister
87. The Secretary 1o the President
88. The Secretary 1o the Vice President
8% The Cahinet Secretary
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 MINISTRY OF COMMUNICATION AND INFORMATION TECHNOLOGY
{Department of Electronics and Information Technology)

NOTIFICATION
Mew Delhi, the [ &th February, 2015

- Subject: E-mail policy of Government of India

F. No. 2(22)/2013-EG-11.—1. Introduction

1.1 The Government uses e-mail as a major mode of communication. Commumcatmm include
Government of india (Gol) data that travel as part of mail transactions between users 7' located
both within the country and outside.

1.2 f\ihlb policy of Government of India lays down the guidelines with respect to use of e-mail
. services, The Irl.picmciltmg Agency (IA) B for the Gol e-mail service shall be National
Informatics Centre (NIC), under the Department of Electronics and Information Technology
{DeitY), Ministry of Communications and Infermation Technelogyy The organisations exempted

under Clause 14 will themselves become the Implementing Agency (TA) for the purpose of this

policy,
2. Scope
21 Only the e-mail services provided by NIC, the Implementing Agency of the Government of India
v shall be used for official communications by all organizations except those exempted under

clause no 14 of this policy. The e-mail services provided by other service providers shall not be
used for any official communication.

2.2 {This policy is applicable to all employees of Gal and employees of those State/UT Governments
that use the e-mail services of Gol and also those State/UT Governments that choose o adopt
this policy in future. The directives contained in this policy must be followed by all of them with
no exceptions. All users of e-mail services can find further information in the supporting policies
available on  btpiwan deity pov. in/content/ ui]l]un._,sgmdetmg,a under the caption “E-mail
Policy™.
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2.3 E-mail can be used as part of the electronic file processing in Government of India. Further
information  in  this regard is available at: httpdarpe.gov.in/darpgwebsite_cms/
Document/file/CSMeOFP_[st_Edition. pdf,

Objective

N | The objective of this policy is to ensure secure access and usage of Government of India e-mail
services by its users. Users have the responsibility to use this resource in an efficient, effective,
lawful, and ethical manner. Use of the Government of India e-mail service amounts to the user’s
agrecment o be governed by this policy.

32 All services under e-mail are offered free of cost to all officials under Ministries / Departments /
Statutory Bodies / Autonomous bodies (henceforth referred to as "Organization Bb» in the policy]
of both Central and State/UT Governments, More information is available under "NIC e-mail
Services and Usage Policy” at hitp://www.deity. pov.in‘vontent/policiesguidelines’ under the
caption “E-mail Policy™,

i3 Any other policies, guidelines or instructions on e-mai! previously issued shall be superseded by
this policy.
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Bl Ry 0y SRR
ine lUllU“lJ!L Toes are bt.p"'LLl.l.l’I:-U in each ﬂl.;,nluuimlu '-ﬂ'“'&. ihe Gob e-mal service, the official
identified for the task shall be responsible for the management of the entire user base configured under

that respective domain.
4.1 Competent Authority™ as identiﬁcd by each organization
4.2 Deawmicd nodal officer™ as identified by each organization.

4.3 Gol e-mail service Implcmunmg Apgency (IA), ie. l\anona] [nformatics Centre or the exempt
organisation as per Clause 14 of this policy.

Basic requirements of Gol c-mail Service

5.1%5ecuri
W v
a)  Considering the security concerns with regard to a sensitive deployment like e-mail, apar
e from the service provided by the IA, there would not be any other e-mail service under
Gol.

b)  All organizations, except those exempted under clause 14 of this policy, should migrate
"7 their e-mail services to the centralized deployment of the IA for security reasons and
© " uniform policy enforcément, For the purpose of continuity, the e-mail address of the

organization migrating their service to the A deployment shall be retained as part of the
migration pracess. Wherever it is technically feasible, data migration shall alse be done.

=T @) Seccure access to the Gol email service

. . - . = ilu 5 M e B
1) It is recommended [or users working in sensitive offices to use vPNTLOTP® for
" secure authentication as deemed appropriate by the competent authority.

iy It is 'n,xclmménded t]nt Gu? {)ft' cials on Enng dmuh.t?mfstatiunﬁ.d ahroad Emd

m.rnt:(:& as dcemecﬁ appmprmit b} the mmpctent :tl.][h_UILt}"

iii) It 15 recommended that Embassies and missions abroad should use Static IP addresses
for accessing the services of the 1A as deemed apprupn.m. by the competent
authority.

iv) More information is ‘available under *Guidelines for E-mail Management and
Effective E-mail Usage™ at  http:/fwww.deity.gov.in/content/policiesguidelines under
the caption “E-mail Policy™.
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a)

d)  From the perspective of security, the following shall be adhered to by all users of Gal e-
mail service:

1ii}

wi)

¥ii)

Relevant Policies framed by Ministry of Home Affairs, relating to classification,
handling and security of information shall be followed.

Use of Digital Signature Certificate (DSC) %l and encryption shall, be mandatory for
sending e-mails deemed as classified and sensitive, in accordance with the relevant
policies of Ministry of Home Affairs. Updation of current mobile numbers under the
persenal profile of users is mandatory for security reasons. The number would be
used only for alerts and information regarding security sent by the [A. U pdation of
personal e-mail id (preferably from a service provider within India), in additien to the
mobile number, shail also be mandatory in order to reach the user through an
alternate means for sending alerts,

Users shall not download e-mails from their official e-mail account, configured on the
Gol mail server, by configuring POP Bl or IMAP ! on any other e-mail service
provider. This implies that users should not provide their Gol e-mail account details
(id and password) to their accounts on private ¢-mail service providers.

ed to 2 user, whaoee account hag heen deactivated /deleted, ghail

nt has heen geactivalod FOSIETLL, 13220
t he redirect 1

bl
t | o anather e-mail address, Such e-mails may contain contents that

helong to the Government and hence no ¢-mails shall be redirected.

The concerned nodal officer of the organization shall ensure that the latest operating
systemn, anti-virus and application patches are available on all the devices, in

coordination with the User. il

In case a compromise of an e-mail id is detected by the TA, an SMS alert shall be sent
to the user on the registered mobile number. In case an “attempt” to compromise the
password of an account is detected, an e-mail alert shall be sent. Both the e-mail and
the SMS shall contain details of the action to be taken by the user. In case a user does
not take the required action even after five such alerts (indicating a compromise), the
IA reserves the right to reset the passwaord of that particular e-mail id under intimation
to the nodal officer of that respective organization.

In case of a situation when a compromise of a user id impacts a large user base or the
data security of the deployment, the IA shall reset the password of that user id. This
action shall be taken on an immediate basis, and the information shall be provided to
the user and the nodal officer subsequently. SMS shall be one of the prime channels
to contact a user; hence all users should ensure that their mobile numbers are updated.

viii) Forwarding of e-maii from the e-mail id provided by Gol to the Government

)
X)

xi)

official’s personal id outside the Gol e-mail service is not allowed due to security
reasons. Official e-mail id provided by the 1A can be used to communicate with any
other user, whether private or public. However, the user must exercise due discretion

on the contents that are being sent as part of the e-mail.

Auto-save of password in the Government e-mail service shall not be permitted due
to security Teasons.

More details regarding security measures are'available in “NIC Security Policy” at
hﬁg:.-“.-"mvw.dr_‘ity_glf_w_inf-:omcﬂt"mﬁl:;ir:sguidelim;_s under the caption “E-mail Pelicy”™,

The guidelines for effective e-mail usage have been described in “(juidelines for E-
mail  Account Management and Effective E-mail Usage” available at
hittp:/ u-.'_ww.deitjg.gm'_._imt_:umcnt.-j'ppll:jl_.:s guidelines under the caption “Email Policy™,

E-mail Account Management

Based on the request of the respective organizations, LA will create two ids, one based on

the designation and the other based on the name, Designation based id's are recommended



(¥ [-@vs 1] AHE T TATR ¢ STEIME 13

5.3

5.4

5.6

for officers dealing with the public. Use of alphanumeric characters as part of the e-mail id
is recommended for sensitive users as deemed appropriate by the competent authority.

b)  Government officers who resign or superannuate after rendering at least 20 years of
service shall be allowed to retain the name based e-mail address ie. useridf@gov.in for
one vear post resignation or superannuation. Subsequently, a new e-mail address with the
same user id but with a different domain address (for instance, userid/@pension.gov.in),
would be provided by the TA for their entire life.

More details pertaining to e-mail account management arc provided in “Guidelines for E-

_mail  Account . Management. and Effective F-mail Usage™ available  at
httn'.f.-"w'*-m'_.i_:lciw.;T_nv.in.-_‘g;ontent.-"pol_icicsguidcﬁi:]e.t: under the caption “Email Palicy™. The
document covers creation of E-mail addresses, pmce's;s of account creation, process of
handover of designation-based 1ds, status of account after resignation and 5upcmnnu;:1.irm,"
data retention & backup and deactivation of accounts.

Delepated Admin Console

Organizations can avail the “Delegated Admin Console” service from [A. Using the console the
authorized person of an organization can create/delete/change the cassword of user ids under that
respective domain as and when reguired without routing the request througn TA, Orgenizations
that do not opt for the admin console need to forward their requests with complete details to the
TA's support celi {supporigigov.ink

E-mail Domain & Virtual Hosting

a)  Gol provides virtual domain hosting for e-mail, If an organization so desires, the IA can
offer a domain of e-mail, addresses as required by them. This implies that if an
organization requires an address resembling the wehsite that they are operating, 1A can
_provide the same. o

b) By default, the address “useridi@gov.in” shall be assigned to the users. The user id shall be
created as per Cthe addressing . policy available at
tlttp_:__-‘_f'u.-wwa;'_.a_:lg'ng,'_.gﬂv.in;"ﬂrlt_enb“noliqigauuidcltn{:ﬂ:’ under “E-mail Policy™.

c)y (_‘Jrgsniz.at'tm:s' desirous of an e-mail address belonging to other domains  {e.g.
axxxdeity.gov.in, yyyyi@tourism.gav.in) need to forward their requests to the [A

Use of Secure Passwords

All users accessing the e-mail services must usc strong passwords for security of their e-mail
aceounts. More details about the password policy are available in “Password Policy” at
htip :-.-'Ju-‘v-j‘_m’.-.'..dl::itv.gcr}j.-.in.*'c::rntum_.-‘golig:iusguidcl ines under the caption “E-mail Policy™

£ i’i}’ﬂt‘;}; :

Users should ensure that e-mails are kept confidential. 1A shall feis all possible precautions on
maintaining pivacy. Users =20 ensure that i~ rmation regarding their password or any other

* Lersonal information is not shared with anyone.

iesponsibilities of User Organizations

6.1

Policy Compliance

a)  All user organizations shall implement appropriate conlrols to ensure tompliance with the
e-mail policy by their users. LA shall give the requisite support in this regard.

b)  The user organizations shall ensure that official e-mail accounts of all its users are created
only on the e-mail server of the LA

¢)  Nodal officer of the user organization shall ensure resolution of all incidents related to the
security aspects of the e-mail policy. LA shall give the requisite support in this regard.

d)  Competent Authority of the user organization shall ensure that training and awareness
programs on e-mail sccurity are organized at regular intervals. Implementing Agency shall
provide the required support. . :

§3367) 15y
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6.2 Policy Dissemination

a)  Competent Authority of the concemed organization should ensure dissemination of the
e-mail policy.

b)  Competent Authority should use Newsletters, banners, bulletin boards ete, to facilitate
increased awareness on the e-mail policy.

¢} Orientation programs for new recruits shall include a session on the e-mail policy.
7. Responsibilities of Users
7.1 Appropriate Use of E-mail Service

a) E-mail is provided as a professional resource to assist users in fulfilling their official
duties. Designation based ids should be used for official communication and name based
ids can be'used for both official and personal communication,

b) Examples of inappropriate use of the e-mail service

iy Creation and exchange of e-mails that could be categorized as harassing, obscene or

b Td e ALY

=

nreateniEio. -
L

iti Unauthorized exchangs ol  proprlelary iisimation or any privileged
J y & Y J . ¥ (=t}

confidential or sensitive information,

iif) Unauthorized access of the services. This includes the distribution of e-mails
anonymously, use of other officers' user ids or using a false identity.

iv) Creation and exchange of advertisements, solicitations, chain letters and other
unofficial, unsolicited e-mail.

v) Creation and exchange of information in violation of any laws, including copyright
laws.

vi) Wilful transmission of an e-mail centaining a computer virus,
vii) Misrepresentation of the identity of the sender of an e-mail.
viii) Use or attempt to use the accounts of others without their permission.

ix) Transmission of e-mails involving language derogatory to religion, casfe, ethnicity,
sending personal e-mails to a broadcast list, exchange of e-mails containing anti-
national messages, sending e-mails with obscene material, etc,

tiem of Gizrrihution lists for the purpose of sending e-mails that ace prrennal in nature,
such as personal funcuoa, sw.

Y

Any case of inappropriate use of e-mail accounts shall be considered a violauan of the policy
. . . . 111l . B . .
and may result in deactivation U of the account, Further, such instances may asz nvite
serutiny by the investigating agencies depending on the nature of vielation.
7.2 User's Role

a) The User is responsible for any datale-mail that is transmitted using the Gol e-mail system.
All e-mails/data sent through the mail server are the sole responsibility of the user owning
the account,

b)  Sharing of passwords is prohibited.
¢) The user’s responsibility shall extend to the following:

i)  Users shall be responsible for the activities carried out on their client systems, using
the accounts assigned to them.
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ii) The ‘reply all’ and the use of “distribution lists’ should be used with caution 10 reduce
the risk of sending e-mails to wrong people,

iii} Back up of impoertant files shall be taken by the user at regular intervals. The IA shall
not restore the data lost due to user’s actions.

Service Level Agreement

The 1A shall provide the e-mail services based on the Service Level Agreement (SLA) gvailable at
hitp:/fwww deity.gov.in/content’policiesguidelines under the caption “E-mail Policy”.

Scrutiny of e-mails/Release of logs

2.1 Notwithstanding anything in the clauses abave, the disclosure of logs/e-mails to law enforcement
agencies and other organizations by the IA would be done only as per the IT Act 2000 and other-
applicable laws.

4.2 The 1A shall neither accept nor act on the request from any other organization, save as provided
in this clause, for scrutiny of e-mails or release of logs.

T TA snerll marpioptmion leaorn o o= G e w e
9....! Ein wwiie TLLERERLCbLIL Burger WL 4 jnﬁ?'::lu. L LWO YTETE.

Security Incident Management Process

10.1 A security incident is defined as any adverse event {hat can impact the availability, integrity,
confidentiality and authority of Government data. Security incidents can be due to factors like
malware, phishing ! 2l 1485 of a device, compromise of an e-mail id etc.

10.2 1t shall be within the right of the 1A to deactivale of FEmove aily feature of the e-mail service i it

i deemed as a threat and can lead to a compromise of the service.

10.3  Any security incident, naticed or identified by a user must immediately be brought to the notice
of the Indian Computer Emergency Response Team (ICERT) and the TA.

Intellectual Property

1.1 Material accessible through the IA’s e-mail service and resources may be subject Lo protection
under privacy, publicity, or other personal rights and intellectual property rights, including but
not limited to, copyrights and laws protecting patents, trademarks, trade secrets or other
proprietary information. Users shall not use the Government service and resources in any manner

that would infringe, dilute, misappropriate, or ntherwise violate any such rights,
Enforcement
121 This “E-mail policy” is applicable to all Government employees as specified in clause 2.2,

122 Tach organization shall be responsible for ensuring compliance with the provisious of this policy.
_The Implementing Agency would provide necessary technical assistance to the organizations 1n
this regard. - i e SR

Deactivation

13.1  In case of threat to the security of the Government service, the e-mail id being used to impact the
service may be suspended or deactivated immediately by the [A.

13.2  Subsequent to deactivation, the concerned user and the competent authority of that respective
organization shall be informed.

14. Exemption

14.1  Organizations, including those dealing with national security, that currently have their own
independent mail servers can continue to operate the same, provided the e-mail servers are
hosted in India. These organizations however need to ensure that the principles of the e-mail

&5 GT | N\s-§

L
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| Government organizations offering commercial services are not included.

| Authority in his Organization

policy are followed. However, in the interest of uniform policy enforcement and security, it is
recommended that these organizations should consider migrating to the core service of the [A,

142 Indian Missions and Posts abroad may, however, maintain alternative e-mail services hosted
outside India te ensure availability of local communication channels under exigent circumstances
such as disruption of internet services that can cause non-availability of Government e-mail
services.

14.3  Organizations operating Intranet "" mail servers with air-gap are exempted from this policy.
15, Audit of E-mail Services

The security audit of NIC email services and other organizations maintaining their own mail server shall
be conducted periodically by an arganization approved by Deity,

16. Review

Future changes in this Policy, as deemed necessary, shall be made by DeitY with approval of the
Minister of Communication & IT after due inter-ministerial consultations.

GLOSSARY
— . N B
| 8.No | .. TERM i DEFINITION
1 Usérs Refers to Government/State/UT employees who are ac ac..eaqmg the (:merﬁﬁﬁéﬁ I

e-mail services.

2 Implementing | For the purpose of this policy, the implementing' agency is “National
Informatics Centre” under the Department of Electronics and Information
Technology, Minmistry of Communications and Information Technology,
Government of India

agency (1A)

3 | Organization | For the purpose of this pﬂhw orbamaalmn ‘refers to all ministries/departments/
offices/statutory bodies/autonomous badies, hoth at the Central and State level.

4 Competent (fficer-responsible for taking and approving all decisions relating to this policy

Nodal Officer  Officer .mspon.si‘r_:le for all matters relating to this policy who will coordinate on
; behalf of the Organization

L) ]

6 DSC | A dlLIl:’t] smnaturc is a mathematical scheme for demonstrati nrh the authr:nt:mhf
of & digital message or document. A valid digital signature gives the recipient
reason 1o believe that the e-mail was created by a known sender, such that the
sender cannot deny having sent the e-mail {auwthentivation and nea-repudiation)

| and that the e-mail was not altered in transit (integrity),

-3

VPN A virtual privatc nem'nrk Hrends a priv'al:e nr,twork across a pub]ic nch-.rnrk

shared or publm nLtwo:ks as 1f it were directly :.unm,ulcd to the private network,
while benefitting from the functionality, security|and management policies of |

the private network

8 | OTP A one-time passwurd-_{{}’[‘k‘} is a password that is valid for only coe login
session or transaction. OTPs avoid a number of shortcomings that are associated

- i with traditional (static) passwords

2 | POP . 1 POP is short for Post Office Prc:mm:‘ a.pr omcn] used to retricve e-mail from a i

| mail server. |




l ' 92

(9 —Eve || W T TSGR+ ST : 17

10| IMAP IMAP is short for “The Internet Message Access Protocol”, a protocol used to |
retrieve e-mail from a remote mail server. Unlike POP, in IMAP, Messages are |
displayed on your local computer but are kept and stored on the mail server. |
IMAP allows you to sync your folders with the e-mail server which is not
possible using POP.

11 | Deactivation

Deactivation of an account means that the account can no longer be accessed.
- All e-mails sent to a deactivated account shall bounce to the sender

12 | Phishing Phishing is a fraudulent attempt, usually made through e-mail, to steal a user’s
| - | personal information. Phishing e-mails almost always tell a user to click a link |
that takes the user to a site from where the personal information is requested. |
| Legitimate organisations would never request this information via e-mail. Users
should never click on a link. A user should always type a URL in the browser
even if the link appears genuine. .

Y |

13 | Intranet An intranet is a private network that is contained within an organization. For the
purpose of this policy, computers connected to an intranet are not allowed to
connect to internet,

Printed by the Manager, Government of India Press, Ring Road, Mayapuri, New Delhi-110064
and Published by the Controller of Publications, Delhi-1100434,
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MINISTRY OF COMMUNICATION AND INFORMATION TECHNOLOGY
{Department of Electronics and Inforination Technology)
NOTIFICATION
Mew Delhi, the 18th Febroary, 20105

Subject: Policy on use of IT Resources of Government of India

F. Mo, 2(2212013-EG-11 (Vol, 1-B).—1. Introduction
1.1 Government provides [T resources to. its employees to enhance their efficiency and
productivity, These resources are meant as {ools 10 access and process ml"ﬂrnmlmrj related to
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their areas of work, These resources help Government officials 12 remain well informed and
carry out their functions in an efficient and effective manner.

1.2 For the purpose of this policy, the term ‘1T Resources’ includes desktop devices, portable and
mahilz devices, networks including wireless networks, Internet connectivily, external storage
devices and peripherals like printers and scanners and the software associated therewith.

1.3 Misuse of these resources can result in unwanted risk and liabilities for the Government. Lt 15,
therefore, expected that these resources are used primarily for Government related purposes
and in a lawful and ethical way. : ¢

2 Seope : -
This policy governs the usage of IT Resources from an end user’s t pl':rspect'ivt. This policy is applicable to all
employees of Gol and employess of those Srate/UT CGovernments that use the 1T Resources of Gol and atso
those State’UT Governments that choose to adopt this policy in future. '
3. OQbjective
' The abjective of this policy is to ensure proper access to and usage of Government's [T resources ana prevenl
their misuse by the users, Use of resources provided by Government of India (Gol) implies the user's agreemsat
; L be poverned by this policy.
4. Roles and Responsibilities - o B wsmmgmees @ o
The fellowing roles are required in each arganization 2 ysing the Central / State / UT Government [T

T T FAP i i 4 H i . e
esources. The official identified for the task shall be respons

his firwe the mapaosment AF pha 1T
a2 L0l Lo dhals - Gl 01 08 4

e
= Aoobnuad for tl
wr Rt g gL o i

Teso aved for the use of entire user base under thew respeclive domah,
4.1 Competent Authority B as identified by each organization.
P £ L i 14 . SLE r i
4.2 - Designated Nodal Officer’ ! as identified by cach orgamzation,

43 Implementing Agency Bl The overall responsibility for Information Security will be that of
the respeclive organization. In the interest of security of the network services, it s
recommended that the organizations should use the Gol network services provided by MIC,
in which case NIC would be the Implementing Agency for security of network services on
behalf of the concerned organization. In organizations not using NIC network services, the
respective organization will be the lmp!lunenting Apgency.

4.4  The Nodal Agency ™! for managing all IT Resources except network services shall be the
respective organization. '

=8 Acress to the Network
5.1, Access to Internet and Intrarnct
al A user shall register the clhient system and obtain one tme approval from the competent
authority before connecting the client system o the Government network.
by It is stromgly recommended that sensitive offices shail maintain two independent networks,
Lo Interpet U) and Intranet . Both the networks shall mot have any physical
connection'devices between them. Users in such deployments shall have two access devices,
i ¢. desktops. One shall be connected to the internet and the other to the intranet. End point
compliance ! shall be implemented on both the nebworks to prevent unauthorised access to
¢} Users shall not undertake any activity through any website or applications to bypass filtermg
af the network or perform any other unlawful acts which may harm the petwork’s
perfonnance or security:
5.7 © TAcéfess to Government Wireless Networks
For connecting to a Government wireless P9 fetywork, user shall ensure the following:—
a) A user shall register the access device and obtain  one time approval fromethe competent
authority before connecting the access device to the Government wireless nelwork.
b} Wireless client systems and wircless deviges shall not be allowed o connest to the
Government wireless access points without due authentication.
ci To ensure information security, it is recommended that users should not connect their devices
to unsecured wireless networks,
53 Filtering and blocking of sites:
al 1A may block content over the Internet which is in contravention: of the relevant pravisions of the
IT Act 2000 and other applicable laws or which may pose a security threat to the network.
by 1A may also block content which, in the opinion of the organization concerned, 15 inappropriale of
; may adversely affect the productivity of the users.
6. Monitoring and Privacy:

6.1 TA shafl have the right to audit networks and systems at regular intervals, from the point of
compiiance o this policy.

ER T ATING=]
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6.2 EAMNodal Agency, for security related reasons or for compliance with applicable laws, may
access, review, copy or delete any kind of electronic communicatian or files stored on
Gavernment provided devices under intimation to the user, This includes items such as files.
e-mails, and Internet history etc. ;

6.3 [A may moenitor user's online activities on Governient network, subject to such Standard

Operating Procedures as the organization may lay down in this regard.
7 E-mail Access from the Government Network

7.1 Users shall refrain from using private e-mail servers from Government network.

72 E-mail service authorized by the Government and implemented by the [A shall only be used
for all official correspondence, For personal correspondence, users may use the name-based
e-mail id assigned to them on the Government authorized e-mail Service.,

7.3 More details in this regard are provided in the “E-mail Policy of Government of India”.

A, Aveess to Social Media Sites from Government Network

4.1 Use of social networking sites by Government organizations is governed by “Framework and
Guidelines for use of Social Media " for Government Urganizations” available at
hitp:{ideity.pov.in. '

5.2 User shall comply with all the applicable provisions under the 1T Act, 2000, while posting
any data pertaining to the Government on social networking sites,

8.3 User shall adhere to the “Terms of Use™ of the refevant sncial media nlatformfwaheite as
well as copyright, privacy, defamation, contempt of court, discrimination, harassment and
sitter apphcabis lows,

B4 User shall report any suspicious incident as soon as possible to the compeient authority.

8.5 User shall always use high security settings on social networking sites,

4.6 User shall nat post any material that is offensive, threatening, obscene, infringes copyright,
defamatory, hateful, harassing, buliving, discriminatory, racist, sexist, or is otherwise
unlawdul, *

8.7 User shall not disclose or use any confidential information obtained in their capacity as an
employee/contractor ' of the arganization.

LR User shall not make any comment-or post any material that might otherwise cause damage to
the orpanization’s reputation.

9. Use of IT Devices Issued by Government of india _ ) . )

IT devices issued by the Government to a user shall be primarily used for Government related purposes and in a

lawful and ethical way and shall be governed by the practices defined in the document “Guidelines for Use of

IT Devices on Government Network™ availshle ar ]1[tp:.-'.-"www_dﬂé;y.gnv.ir:-"cuntcnt.-'pnljciesguic{elines:‘ under

the caption “Policy on Use of IT Resources”. The aforesald document covers best practices refated to use of

desktop devices, portable devices, external storage media and peripherals devices such as printers and scanners
k. Responsibility of User Organizations :

1. Policy Compliance _ .

a) All user organizations shall implement appropriate controls to ensure compliance with this
policy by their users. Implementing Agency shall provide necessary suppart in this regard,

b) A periodic reporting mechanism to ensure the compliance of this policy shall be established
by the competent authority of the organization.

el Modal Officer of the user organization shall ensure resolution of all incidents related to the
security aspects of this policy by their users. Implementing A gency shall provide the requisite
supportin this regard.

d} Competent Authority of the wser organization shall ensure  that raining and awareness
programs on use of IT resources are organized at regular intervals. Implementing Agency
shall provide the required support in this regard.

¢) User orzanization shall not install any networkisecurity device on the nerwork without
consulfation with the 1A, ' k- '

1.2, Policy Dissemination
a} Competent Authority of the user organization should ensure praper dissemination of this

palicy, '

b} Competent Authority may use newsletiers, banners, bulletin boards ete. to facilitate
increased awareness about this policy amongst their users,
¢} Orientation programs for new recruits shall include a session on this policy.
11. Security Incident Management Process

11.1 A security incident is defined as amy adverse event thal can impact the availability, integrity,
confidentiality and authority of Government data.
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11.2 1A reserves the right to deactivate/remove any device from the network if it is deemed as 4
th{t—:;ﬂ and can lead to a compromise of a system under intimation to the compelent authority I
of that organization, ) : ‘ |
1.3 Any security incident 1 hoticed must immediately be brought to the notice of the Indian |
Computer Emergency Response Team (ICERT) and the [A. !
12. Scrutiny/Release of logs i

: 12.1  Notwithstanding anvthing in the above clause, the disclosure of logs relating to or contained ;

in any IT Resource, to Law Enforcement agencies and ‘other organizations by the 1A shall be’ |

done as per the IT Act, 2000 and other applicable laws. . ' i

12.2 1A shall neither accept nor act on the reguest from any other organization, save as provided in :

this clause, for serutiny or release of logs. ' ' I

13, Intellectual Property i . ; ; '
Material accessible through the TA’s network and resources may be subject to protection under !

privacy, publicity, or other personal rights and intellectual property rights, inciuding but not limited
to, copyrights and laws protecting patents, tradernar s, trade secrets or other proprietary information.
Users shall not use the Government network and resources in any manner that wg::u_uiﬂ infringe, dilute, '
misappropriate, or otherwise violate any such rights. ' : oa T :

14, Enforcement

i e e i . ' s A ke (TAnmemrsabe no smaasfed 2o
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“clause 2 of this document, Tt is mandatory for all users to adhere to the provisions of this
podicy. ' _ :

14.2  Each organization shall be responsible for ensuring compliance with the provisions of this
policy. The Implementing Agency would provide necessary technical assistance to the
organizations in this regard,

reactivation :

15.1.  In case of any threat to security of the Government systems or network from the resources
being used by a user, the resources being used may be deactivated immediately by the 1A

15.2.  Subsequent to such deactivation, the concerned user and the competent authority of that
organization shall be mformed,

16, Andit of NIC Network Infrastructure

The security audit of NIC network infrastructure shall be conducted periodically by an organization
approved by Deity.

17 Heview : ;

Future changes in this Policy, as deemed necessary, shall ke made by DeitY with approval of the
Minister of Communication & 1T after due inter-ministerial consultations.

—
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R.5. SHARMA Secy.

i . = GLOSSARY

- Definitipn

Refers to Government/State/UT employessicontractual em pln;»ucs—{.

1 | Users
N ) ¢ who dre accessing the Government services. _l

[ 2R

{}rganizstiﬁ_ﬂ' |-'"r'1;;]ljS[T}-."[}I.LE:IE!T!Fﬂ?.'ﬁi-:ISEEl-[I.HL'IT}' Body! Avtonsmous body uru;icrl

i Tentral and State Governmenis.

Ll

Competent Authority | Officer ru:‘.pnn:;ihlé far taking and approving all decisions relating
| to this pelicy in his Organization.

I
4. Nodal Gificer N | Officer rE-.spnnsi':r_tE, for all matters relaling to this palicy wha will ]
coardinate on behalf of the Organization

_|

A Body which will be responsible for ensuring compliance with
this policy with reference to network services meluding power |
take precautionary and penal actions as specified in this policy. |

5 | tm plementing Mgi:uc}' {].—‘u}_

4] Modal Agency Respective organization responsitie for ensuring complianes with |
this policy with respect to use of I resources excepl network

SErVICEs.




1:3 -;‘-il'\l'n-

cun walbllE OF IN(HA : LA LKADRDINARY [ParT I—SEC. 1]

laternet Internct is a network of the interlinked computer networking |
worldwide, which is accessible to the gemeral public. These |
interconnected computers work by transmitting data through a
special type of packet switching which is known as the IP or the
| internet protocol. |

lintranee AR infranet is a private network that is contained within an |
| orgamzation. For the purpose of this policy, computers connected
to an intranet are not allowed to connect to internet

|
End point compliance = End_pm compliance is an approach to netwark protection §h?|
requires each computing device on a network to comply with
certain standards before network access is granted, Endpoints can
| include desktops, laptops, smart phones, tablets et |
| Wircless Fa Any type of computer network that ases wireloss data connections |
for connecting network nodes, For the purpase of this policy, all |
the Gol wireless networks will be deployed in a secure manner,

11

Social Media Applies to social networking sites, blogs, electronic newsietters,
online forums, social networking sites, and other services that

£ o H P M |

| permil - wsers  to share information  with  sthers o a |
I |

|

| wDEILCTRA AUCUS TEATTIET.

Contractor/cantractyat pn

|
GYEES | &n & i {31 ;
: | emplayee is hired for a specific job or assignment, A contract
emploves doss not becorme a regular additien 1o the Gol staff and |
is not considered g permanent employvee of Gol

todar (Jal A e |

13

| Security Incident | Any adverse event which occurs on any part of the government
l ' | data and results in security treatbreach of the data,
| [ I ;
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