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Ministrv of Water Resources
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New Delhi. Dated March 2014

0 4 APR 2014

subjectl Fraudulent Employment Advertisements on fake websites- anadvisory D.O from Director Central Bureau of Investigations
regarding

I am directed to forward herewith a copy of Office Memorandum number I-2801t/4912012-coord dated zo,3.2or4 arongwith encrosures received fromDepartment of personner & Training, Ministry 
-of personner, pubric Grievances &Pension on the subject mentioned above for kind information and necessary action.-

Encl.: As above.

V--9- '
(Arun Kilmar)

Under Secretary to the Govt. of Indii
Tel. No. 231L6994

OFFICE MEMOMNDUM

l.
2.
3.

Heads of all organizations under MOWR.

To,

US(Admin)
Guard file.
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Subject: Fraudulent employment advertisements on fake websites.

The undersigned is directed to forward herewith for necessary action a
copy of D.o. No.9026/ctu135/F-or-,-t)vEo-ilt datec 19.i"t .2c'!3 received from

Director. Central Bureau of lnvestigation, on the above subject.
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(Rajeev Kr. Jain)
Under Secretary
Tel:23014378

rjotl lt 1
P/g Personnel & Traininq [Dr. S.K. Sarkar. Secretarvl
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North Block, New Delhi

^.4 Dated, _March, 2014Fxgk=
I oFF,,TCEMtrMORANDUM

5 ; Sub: Fraudulent Employment Advertisements on fake Websites _ an

i : advisory D.O from Director Central Bureau of Invesfigation

i < regarding.

tr
a The undersigned is directed to forward herewith a copy D.o letter

1 -.' 
No.9026rcalr35rEou-w*o-trI dared r9.Ir.2013 received from Director,

U /t Central Bureau of Iavestigation forwarded by Cabinet Seuetariat vide their

\ subject for information and giving wide pubricity ttrroughout print and

,"t :,:"I"*." media regardi,ng fake emplolments/recruiturert ractets; aisptaying

*r- 
- 

::T:1r,",:l::Tp":y*frf1ion ry1]oinine service in various depanments
on the Ministy Websites; display public information/contact number on the
Website *'hich can be contacted by public in case of receip of FraudulenV
doubtfirl employment offers .

Most Immediate
F. No. I-2801 1 /49/2012-C oord

Govemment of Irdia
Ministry of Persomel, p.G. & pensions
Departrnent of Personnel & Training

+**

Under Secretary to the Govt. of I-ndia
Tele.23094579
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Encl: As above.

All MinistrieVDeparhents of Govemment of India
(As per list attached)
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D.o.No. o o'' 'zr/tou-lxfEor,

ln the recent months, CBI has.been receiving a number of complaints frommembers of pubric and Ministries/oup.rt 
"nt, 

"J 
Govt. of rndia regardinf

L"-*,:::::l:ll-"1_"*",rir"r"nt, on i"r" _.u"il.. rypicafl y, the fraudsterscreate fake websites in the namc .rr ^l'^:-,- ,^i,I'*vY' 
I 
'Hrwnv' 

u rt' rrallssrers

whichcontain,"s"./."ii";.iff ;[."J;[',':l,.li,|l":,ff :,..,8i.i:,"J:,ffi:XT;appear genuine. Advertisements for variou-s posts are advertised on these

ffilffiil,,::TJ?:f :=::i:i"1011i,! 3firr,ication ree subsequent to 
r

co'ecuon of money from appricant(s), the fraudsters'siphon 
""1n" i"^J, ,.,"'] |

- ---bank accounts-operrect onrogoia#m*iriri""-rr""t".i'".,ffiffi*rr,.8 
;

If_,*r::.,:ll:f.*, fraudsters 
"r" 

,tro kno*n to tetephonicatry contacr the Ivictims and pracing advertisements in rocai."* ;;;:;"#rilffiJ[:These fraudurent operations uru Lno*n io be quite organized as typicary theareas cf ooeration (targeting the victims), bank ac@unts, telephoneda1 lllnectr.o.nslweosite operatLns "rno"ii" 
actuat tocaron of the fraudsters are at

*q .) f,ill#3:,fl:$:?:,,n:::,,1,i:3, compraints reratins to tire ronowtng overse
\\ fi, 

ry nrsrnes/areas were received by CBI:
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Complaint regarding *
recruitment scam of nurse. and othir h6lpiiiGtl?.--
Comptaint rgggrdinO *i
thenameof ClericalRecruitmentservice-sE;;ffi ;'
Complaint regarding *
the name of Nationat Micro creoitEontror o-;;#;r#' "

Complaint regardlng fake
Kisan Call Centre of the M

recruitment for various posts in tn" n"r" otrstry of Agriculture.

!93nta1ni regarding r"t. r"o_rit "n@Nationat Forest Devetooment corporari"; ;ifi;;iffii,y of Environmentand Forests through we'bsite www nf.tc r,r.r in
Complaint regarding fra
Igosite btbl4ndrea&restsg.nr! or the Minisiry oiEniiio,ir.nt and Forest.
Complaint regarding touOrt"
X!.itg ..www.nationatheahhcare.oro.in "i 
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owing to limited reach of cBl in terms of jurisdiction under lr Act and acute
man power crunch, cBr is not in a position to investigate majority of these cases. Asa resurt, matters are referred to state police for n"""a."ry action. rnvestigation of
these cases invorve extensive fierd work as in majority of these frauds, the nimber of
victims run in thousands, tracing and examinationof whom is an uphilr task.

rn addition ro effective in.,€stlgaii.n anci speeciy prosecution of these cases,
spreading awareness among pubric and prevention are effective remeoies againsi
these kinds of frauds. rn view of the increasing number of such instances, it isrequested that various Ministries of Govt. of lndia may be advised to:_

a) Give wide pubricity through print and erectronic media regarding fake
employments/recruitment rackets and;

b) Display details about recruitmenvinformation for joining service in various
departments on the Ministry websites;

c) Display public information/contact number on the website which can be
coniacted by public in case of receipt of such offers.

ttl*)" *1o.,rh,

Shri Ajit Kumar Seth
Cabinet Secretary
Rashtrapati Bhawan
New Delhi - 1'10 0(X

--T


